
V E R I F Y  Y O U R  D O M A I N  N A M E S '
S E C U R I T Y  &   C O M P L I A N C E
S E T T I N G S  W I T H  O U R  D E T A I L E D
R E P O R T S
Corporate Domain Portfolio: Our reports help you audit your Domain Name System
(DNS) settings and associated assets (eg. TLS/SSL) to identify unknown security
vulnerabilities as the digital elements of your business evolve?

Top Level Domain (TLD) Registry: Our reports help you audit the DNS settings of
domain names in your domain registry to quickly identify security vulnerabilities, non-
compliance with your registry policies, and potential revenue opportunities?

SekureNet's Security Compliance Monitor provide detailed reports
that inform your IT and Compliance teams where security and
compliance weaknesses exist within your domain names and
related digital assets connected to your domains.

PROBLEM: fTLD have strict requirements for registering and maintaining a .bank and
.insurance domain. Registrants must be a legally recognized bank or insurance company;
and domain owners must adhere to fTLD's security and compliance policies. fTLD lacked the
resources and time to monitor thousands of domain names for non-compliance and
security.

SOLUTION: fTLD utilized SekureNet's security and compliance reports to quickly monitor,
identify and resolve non-compliant .bank and .insurance domain names. This enabled fTLD
to maintain the high security standards set by their .BANK and .INSURANCE TLDs.

.BANK & . INSURANCE CASE STUDY
WHO: fTLD registry are the TLD operators for the .BANK and .INSURANCE TLDs.

C O N T A C T  U S Facebook Twitter sekurenet.com

CLICK HERE FOR A FREE DOMAIN SECURITY REPORT

A THIRD PARTY AUDIT OF YOUR DOMAIN SECURITY

Security

Compliance Monitor

Whether you're a startup or an established business, verifying
your domain settings can prevent a cybersecurity breach

that could tarnish your brand's digital reputation.

Review domain
name settings in
your ecosystem
and ensure they
are compliant
with your
established
corporate and/or
registry
guidelines. 

A third party audit
of your domains'
security enables

your IT and
Compliance teams

to quickly monitor
vulberabilities and

reveal potential
revenue

opportunities..

https://www.sekurenet.com/pricing/
https://www.sekurenet.com/domain-name-security-compliance-monitor/
https://www.sekurenet.com/pricing/
https://www.sekurenet.com/domain-name-security-compliance-monitor/


A  C O M P R E H E N S I V E  D O M A I N
S E C U R I T Y  R E P O R T

IP Address
Active or Parked
DNSSEC
Open Ports/Security
Email Security Policy
Open Relays
HTTPHeaders
HTTPSRedirect
Registrar
Registrant
Registrant email
Registrant Org
Registrant State
Registrant country

SUMMARY REPORT
All pass/fail test validations
for each domain.

C O N T A C T  U S

REPORTS INCLUDE THE BELOW DATAPOINTS

CLICK HERE TO READ DESCRIPTIONS OF DATAPOINTS

Facebook Twitter sekurenet.com

Overall Pass/Fail
Reason for Pass/Fail
Resolution Record
DNSSEC tag#
DNSKEY records
DSKEY records
RRSET
DS

DNSSEC
Pass/fail DNSSEC results
for each domain.

Overall Pass or Fail
MX openrelay
MX closed relays
Mailservers

OPEN RELAYS
Open relay tests on mail
servers for each domain.

Overall Pass or Fail
Reason for Pass/Fail
MX records
TXT records

EMAIL POLICY
Pass/fail results from
DMARC policy validations.

Overall pass or fail
Reason for pass/fail
Resolves to MX
20 - FTP control
22 - SSH
23 - FTP data
25 - SMTP
110 - POP3
143 - IMAP
389 - LDAP
443 - HTTPS
500 - ISAKMP
513 - rlogin
514 - cmd
587 - SMTP
636 - LDAPS
993 - IMAPS
995 - POP3S
989 - FTPS control
990 - FTPS data

OPEN PORTS
Comprehensive port
scans for each domain.

Overall pass/fail
Location
HSTS
HSTS Header
HPKP
HPKP Header
CSP
CSP Header
MIME Sniffing Opt-out
MIME Sniffing Opt-out
Header
Cross-site scripting filter
Cross-site scripting filter
response Header
Clickjacking Protection
Clickjacking Protection
Response Header
Parked
Redirect

HTTP HEADER WARNINGS
Comprehensive analysis of a
domain's HTTPS status.

Something missing?
Contact us to customize.

https://www.sekurenet.com/pricing/
https://www.sekurenet.com/domain-name-security-compliance-monitor/


O N L I N E  D A S H B O A R D  T O
A N A L Y Z E  R E P O R T S

C O N T A C T  U S

SCREENSHOT EXAMPLES

GET YOUR FREE REPORT & SEE PRICING

Facebook Twitter sekurenet.com

GRAPHICAL ANALYSIS OF ALL DOMAINS

DRILL-DOWN TO ACTIONABLE INSIGHTS

FILTER RESULTS

https://www.sekurenet.com/pricing/
https://www.sekurenet.com/pricing/

